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COURSE ABSTRACT

COURSE CODE

» AUTO-BTDF-0100

PRODUCT RELEASE

» BMC Bladelogic Threat Director 1.0
» BMC Server Automation 8.8

DELIVERY METHOD (9

» Web-based Training (WBT)

COURSE DURATION

» 3 Hours

TARGET AUDIENCE (%

» Users/Operators
» Security Personnel
» BSA Administrators

PREREQUISITES

» BMC Bladelogic Threat Director 1.0:

Overview (WBT)

BMC BladeLogic Threat Director 1.x:
Fundamentals

Course Overview

BladeLogic Threat Director extends the power of BladeLogic Server Automation to provide IT
operations and security teams the data they need to prioritize and remediate threats based on
potential impact to the business.

This self-paced, online course introduces students to BladeLogic Threat Director, where students
will learn to set up, provide access to, and establish Service Level Agreements for Threat Director.
Through interactive tutorials, product demonstrations, and module level quizzes, students will
learn to administer, analyze, and operate Bladelogic Threat Director with the ultimate goal of
remediating vulnerabilities in their datacenter environment from within the tool, and observing
the impact to the organization.

Course Objectives

» Review the capabilities of Threat Director

» Integrate Threat Director with BMC Atrium Orchestrator
» Set up security groups providing access to Threat Director
» Establish Service Level Agreements (SLAs)

» Import a scan file

» Map and enroll Assets

» Map vulnerabilities to remediation content in BMC BladelLogic Server Automation
» Analyze the Security and Operator Dashboards

» View vulnerabilities in different stages

» Remediate vulnerabilities from within Threat Director

» Create remediation operations

» View operation results summaries and details
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COURSE ABSTRACT

COURSE ACTIVITIES

BMC BladeLogic Threat Director 1.x:

Fundamentals

» Interactive tutorials
» Product demonstrations
» Module level quizzes

ACCREDITATION AND CERTIFICATION PATHS (9

» This course is not part of a BMC Certification Path

DISCOUNT OPTIONS (9

» Have multiple students? Contact us to discuss hosting a private class for your organization

» Contact us for additional information (%

Course Modules

Module 1: Introduction to BladeLogic

Threat Director

» Describe the SecOps (Security Operations)
Gap

» Purpose of Threat Director

» Threat Director capabilities

Module 2: Preparing for BladeLogic

Threat Director

» Set up connection to BMC Atrium
Orchestrator

» Update a portal security group

» Establish Service Level Agreements (SLA)

Module 3: Setting Up BladeLogic Threat
Director
» Import, validate, and delete a scan file

» Automap & Manual Map Assets

» Automap & Manual Map Vulnerabilities
» Enroll Assets

» Export a Licensed Asset

Module 4: Using BladelLogic Threat

Director

» Security Dashboard Overview

» Describe the Operator Dashboard and its
capabilities

» Utilize filters on the Security & Operator
Dashboards

» View vulnerabilities in different stages

Module 5: Remediating with BladeLogic

Threat Director

» Remediate a vulnerability from the
Operator Dashboard

» View the status of the remediation
operation

» Review actions you can perform

» Run areport on the operation
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