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BMC AMI Security Privileged Access

Manager 2.x: Fundamentals Using (WBT)
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Modality Duration Applicable Versions Target Audience

(] Users
Web-based Training (WBT) 1 Hours 2.%

I Course Overview

BMC AMI Privileged Access Manager (PAM is an ultimate solution for enhancing security and simplifying access control for
privileged accounts within your IT infrastructure. BMC AMI PAM offers centralized management, role-based access control, and

seamless integration with other security tools, ensuring your organization stays protected from insider threats, unauthorized access,
and compliance breaches.

With BMC AMI PAM, you can mitigate the risks associated with privileged access by implementing robust controls and continuous
monitoring. This allows you to safeguard your sensitive data and critical systems from potential security breaches easily.

Enroll in our comprehensive course to discover how BMC AMI PAM empowers you to manage, monitor, and secure privileged access
across your organization. Through interactive simulations, engaging quizzes, and enriching content, you'll gain the knowledge and

skills needed to leverage BMC AMI PAM for maximum security and efficiency. Join us and take the first step towards a more secure
IT environment.

Prerequisites
. NA

Recommended Trainings
° NA

Learning Objectives

° Describe the key features of BMC AMI Privileged Access Manager (PAM)

e  Explain the primary uses and benefits of implementing BMC AMI PAM in an organization
e  Outline the prerequisites and system requirements for installing BMC AMI PAM

e Describe the step-by-step process of installing BMC AMI PAM

o Demonstrate how to access and navigate the BMC AMI PAM interface

e  Utilize the tools and functionalities within BMC AMI| PAM to manage privileged access
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I Course Modules

Module 1: Introduction to BMC AMI Security
Pr|V|Ieged Access Manager
Explain the concept and purpose of Privileged Access
Manager (PAM)
Describe the key features of PAM
Identify the primary benefits of using PAM
Discuss how PAM enhances security and compliance
Explain how BMC PAM supports simultaneous access
by multiple users
Describe the auditing capabilities of PAM

Module 3: Using BMC AMI Security Privileged
Access Manager
+  Navigate the BMC AMI PAM interface
- Demonstrate how to create a request for a new user
1D
- Describe the process of approving the new user ID

Module 2: Installing BMC AMI Security
Pr|V|Ieged Access Manager
Understand the prerequisites and requirements for
installing the BMC AMI PAM
Learn how to execute the installation process
Understand the importance of authorizing the load
library
+ Understand the role and significance of ESM
+ Learn how to create, configure, and manage ESM
resources
+ Learn effective methods for verifying the successful
installation
+ Understand the process and considerations involved
in migrating BMC AMI PAM to other systems.
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