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Executive Summary

The reality of artificial intelligence and machine learning (AI/ML) is being made possible by
the evolution of technologies associated with big data, analytics, advanced analytics, operations
research, data science, cloud computing, microservices, and decision science. Al and ML are just
the most recent chapters in the amalgamation of computer science, mathematics, data management,
and decision science.

This research demonstrates that most large enterprises see AI/ML as important priorities and
strategies are already in place to leverage AL/ML capabilities. AI/ML expectations at large enterprises
are lofty, which could lead to inflated expectations followed by a trough of disillusionment. EMA
does not see this as likely because much of the heavy lifting in AI/ML is now in the past. EMA sees
AI/ML unfolding in DevOps and workload automation first as machine learning avenues to provide
feedback on decisions made and actions taken. This feedback loop provides an opportunity for the
continuous improvement of which decisions and actions are taken, thereby driving a wide array of
improvements in quality.

AT will be seen as a way to bring automation to the feedback loop supported by ML. This automation
will begin as a collection of objectives that will provide a context for the actions being taken by the
enterprise. An Al engine will initially guide humans by recommending decisions and actions to
be taken and transition over time to higher and higher levels of automation based on experience,
quantified benefits, and risk management objectives.

Leading products in workload automation today provide policy-based automation where automation
engineers can set rules based on analytics from the workload automation tools own meta data.
For example, a policy for times of peak processing where compute utilization exceeds a threshold
would have the workload automation product interface with an infrastructure automation solution
to provision additional compute and process workload there and then terminate the provisioned
resources when processing is complete. The next evolution of this would be to have AI/ML
algorithms with workload automation solutions that can self-learn such patterns and then be able
to recommend remedial actions taking the system closer to a self-healing concept.

Many DevOps and workload automation tools are already sporting ML-based capabilities, so within
the next five years, there could be two waves of innovation: the first based on ML and the second on
Al The research from this study on AI/ML in large enterprises focuses primarily on the impact of
DevOps and workload automation. The key findings from this research are as follows:

o AI/ML benefits will spring from improved quality and automation. ML will drive
improvements in quality, which will drive wide-ranging benefits on application performance,
reliability, OpEx efliciencies, cost savings, and customer satisfaction. AI will follow as a second
wave of innovation built on ML that will enable expansive automation. This automation can
mean improved speed in delivering new applications and updating applications, and improved
employee productivity—all of which reduce SDLC cycle time and leave more time for addressing
higher-order development work.
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 Enterprises must build a foundational understanding of AI/ML. Vendors and large
enterprises are aware that AI/ML will drive innovation, but it is challenging for enterprises to
wrap their heads around what AI/ML is, how it delivers value, and how they should leverage
this value. Senior management must therefore understand the principles behind AI and ML so
they know what AI/ML can deliver and how it differs yet complements advanced analytics (see
a discussion of this in the Conclusions section).

o Companies should develop a Center of Excellence for AI/ML. AI/ML is driving the next
phase of innovation in DevOps. Develop a CoE for AI/ML that includes subject matter experts
and senior IT and business leaders. Based on this survey data, enterprises already see AI/ML as
priorities and have a strategy, but challenges introduce doubt in how to operationalize AI/ML.
The wide range of benefits from AI/ML identified in this survey suggests that AI/ML is expected
to have a pervasive impact on DevOps and Workload Automation.

o Users will determine where to use AI/ML to the greatest effect. Based on your DevOps
maturity, determine how best to phase in DevOps tools and where to leverage AI/ML to
maximum effect. Where do you really need AI/ML, and do you have the staff in place to achieve
your objectives?

o Customers need to demand more of their software vendors. Software vendors could be
doing far more than they are today in explaining their AI/ML capabilities and how they add
value. Software vendors need to build stronger relationships with their customers involving
training, education, and consulting to ensure that customers derive the greatest benefit from
their products and are successful using them. AI/ML capabilities from vendors will evolve and
change quickly. Task vendors with keeping you up to date on their AI/ML strategy, roadmap,
and support in optimizing use of their tools. View this as a joint opportunity between your
enterprise and its software vendors and as a way for both of you to be more successful.

» Workload automation Tools are embracing AI/ML. The mission critical aspects of workload
automation are beginning to leverage AI and ML. A combination of predictive analytics in
support of improved decision making, pattern identification through machine learning, and
optimization to scale resources and align with workload needs are actively being pursued.

« Don’t delay. Large enterprises have already prioritized their development AI/ML strategies.
Their larger IT resources also mean they can assimilate AI/ML technology at a faster rate.
However, AI/ML give smaller/medium enterprises the ability to compete more effectively
with large enterprises. Therefore, don't make AI/ML a lost opportunity because of delays in
understanding what it can do for you or delays in implementing the technology.
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Methodology

The DevOps Al empirical research project was fielded in August 2020. The primary objective of
this research was to understand the impact that AI/ML is having on the enterprise, DevOps, and
workload automation. Specially, this report will address the following:

o The impact that AI/ML is having on DevOps, workload automation, and the enterprise
o What is the state of workload automation in the enterprise today?

« Identify best practices in workload automation

A secondary objective of this research will be to see how DevOps maturity influences AI/ML. The
intent is to understand whether there is correlation between enterprise size, DevOps maturity, IT
budget, and commitment to AI/ML.

Survey Parameters, Screening Criteria, and Data Analysis

EMA’s DevOps Al sample was recruited through a third-party enterprise panel using an email invite
to an online survey. The sample size was 289, with 45% coming from North America, 28% from
Europe, and 27% from Asia Pacific. The survey went into the field in August 2019 and targeted
IT professionals with deep experience in AI/ML, workload automation, and event and incident
management. EMA targeted larger enterprises with 1,000 or more employees, but the average
enterprise size was 14,000 employees and 25% of the enterprises had 20,000 employees or more.
A wide cross-section of vertical industries with material involvement in application development
and DevOps was included. EMA did not include enterprises involved in education or information
technology in the sample because these vertical industries consume DevOps tools and technology
in unique ways that are not always consistent with end-user enterprises. EMA’s survey was directed
at staff engaged with pipeline activities, including developers, DevOps managers, IT operations
management, and IT executive management.

Screening criteria included enterprise size, involvement in application development, role, area of
responsibility, vertical industry, and deep subject matter experience.

The standard method of displaying data for each chart in this report is as a single response question
and the percentage responding from the entire sample of 289 responses. EMA will indicate in the
chart or text describing the chart when the data displayed is from a multiple-response question,
represents valid cases from the sample, or shows some other non-standard approach involved in
preparing the data.

Based on the sample size, the margin of error for the survey at 90% confidence is +/- 4.8%.
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The State of AI/ML in Large Enterprises

Large Enterprises Show DevOps Maturity

One of the first questions that EMA asked was for the respondent to assess the DevOps maturity of
their enterprise. DevOps has been around for more than a decade and shows software revenues over
$8 billion. It stands to reason that large enterprises, with their correspondingly bigger IT budgets,
would spend more on DevOps and therefore have a higher level of DevOps maturity. In fact, that’s
exactly what happened. Figure 1 shows that 32% of large enterprises have automated nearly all of
their DevOps activities, 48% have automated many DevOps activities, and 16% of enterprises have
automated some of their DevOps activities. Taken together, this means that 96% of large enterprises
are deeply engaged in their DevOps journey. This contrasts with the 4% of the sample was just
beginning their DevOps journey.

Figure 1: DevOps Maturity in Large Enterprises

What is your enterprise’s approach to DevOps?

We have DevOps plans but We are just beginning
have not begun to our DevOps journey,
implement them, 1% 3%

We have automated
some DevOps activities,
16%

We have automated
nearly all DevOps
activities, 32%

We have automated

many DevOps activities,
/ 48%

The important point regarding DevOps maturity is that larger enterprises have larger IT groups
with bigger budgets and have been investing in DevOps for a longer period of time. This is likely to
give large, mature DevOps shops an advantage in productivity, speed, and efficiency. For the 4% to
20% of large enterprises in the survey who are early in their DevOps journey, they need to accelerate
the expansion of their toolchain for risk and increasing gap in their IT competitive advantage.

EMA elected to show DevOps maturity as the initial figure in this report because data will be used
as a segmentation variable to drill deeper into other questions. Using DevOps maturity to provide
a more granular view into other questions shows splits by enterprises that have automated some,
many, and nearly all DevOps activities, since this accounts for 96% of the sample.
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IT Budgets Correlate with DevOps Maturity

Because IT is important to every enterprise, larger enterprises will typically have larger IT budgets.
DevOps has been used for over 10 years, giving larger enterprises plenty of opportunities to
experiment, adopt, and mature their DevOps activities.

Figure 2 shows the 2020 IT budget for enterprises in the sample and segments these enterprises by
level of DevOps maturity. Automation of DevOps activities (some, many, or nearly all) is the proxy
for DevOps maturity. Each line in Figure 2 shows 100% of the enterprises in the segment distributed
by IT budget category. Each curve has bimodal characteristics, and the peaks of these bimodal
curves shift to the right (meaning larger I'T budgets) as DevOps maturity increases.

Figure 2: 2020 IT Budgets by DevOps Maturity

2020 IT Budget
Segmented by Automation of DevOps Activities
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Enterprises that have automated some DevOps activities show 17% of its segment with $10M-$25M
budgets and 25% of its segment with $50M-$100M budgets. Enterprises that have automated many
DevOps activities show 17% of its segment with $50M-$100M budgets and 14% of its segment
with $250M-$500M budgets. The significant difference comes with enterprises that have automated
nearly all DevOps activities, showing 16% of its segment with $100M-$250M budgets and 23% of
its segment with $500M-$1B budgets.

This data simply confirms EMA's suspicion that the larger the enterprise, the larger the IT budget
and the more mature their DevOps practice is likely to be. This is important because more mature
DevOps practices may be early adopters of AI/ML capabilities, thereby potentially accelerating their
ability to improve how IT supports the needs of the business.
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Large Enterprises See Al/ML as High Priorities

Figure 3 summarizes how large enterprises view AI/ML. To begin with, 87% of large enterprises say
that AI/ML are high or extremely high priorities. At the same time 86% of large enterprises have
an AI/ML strategy that is mostly or extremely well defined. The reason for this is because AI/ML
can systematically improve the real-time quality of decision-making and actions taken, then bring
automation to these decisions and actions. The impact of this can be profound and can include faster
time to market, improved quality and reliability, reduced risk, reduced cost, increased customer
satisfaction, and better application performance.

Figure 3: Enterprise Perspectives on Al/ML

Is Al/ML a priority for your How well defined is your How challengingis it to implement
enterprise? enterprise Al/ML strategy? an enterprise Al/ML strategy?
Undefined, .
Nl\jl):),dli?n\q/' minimally & Not, minimally
fori % artiall & partially
priority, 13% 1% Y ’
defined, 14% challenging,

43%

Mostly &
High, EMxt?ZtrlTZe% Extremely
Extremely ely challengin
! nel well defined, ging,
h|gh8p7ro|or|ty, 86% 57%
%

However, 57% of large enterprises also say that implementing an AI/ML strategy can be mostly
or extremely challenging. Herein lies the challenge of AI/ML. While large enterprises are on one
hand very bullish about the capabilities of AI/ML, they also understand that leveraging AI/ML
capabilities is not easy.
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Who Sees Al/ML as More of a Priority?
Figure 4 looks at the priority that enterprises attach to AI/ML, segmented by IT budget and
DevOps maturity.

The demographics of IT budget size, which are shown in Figure 20, reveal 33% of the sample have
budgets less than $50 million, 29% have budgets between $50 million and $250 million, and 38%
have IT budgets between $250 million and $2 billion. These budget categories are fairly evenly
distributed from the standpoint of number of enterprises in each category, but the budget ranges are
exponential, with budget midpoints at $25 million, $150 million, and $875 million.

Figure 4: How the Importance of Al/ML Changes by IT Budget and DevOps Maturity

Is Al/

ML a priority for your enterprise?

Is Al/ML a priority for your enterprise?

Segmented by Budget Segmented by DevOps Automation
Not a priority Less than $50 milion Not a priority
Some
1% $50 million to $250 million 2% Many
Low priority | 1% mMorethan $250 millon Low priority ) =Nearty All
Medium 120/18% Medium | 29%
priority e <7 g 1%
6% priority I 1%
| 55% | 52%
High priori 7% i iori o,
igh priority o o High priority _— 55%
| 26% | 15%
Extremely o Extremely °
high priority 40% high priority S22 73%

Percentage of enterprises by budget segment

Percentage of enterprises by DevOps maturity

segment
DevOps Al Survey, N=288 & 277, valid percent

Both graphics show a strong prioritization of AI/ML by nearly all enterprises. However, 55% of
enterprises with IT budgets below $50 million and 47% of enterprises with budgets between $50
million and $250 million predominately see AI/ML as a high priority. For these two segments,
high priority is the peak of their respective distributions. For enterprises with budgets above $250
million, 59% see AI/ML as an extremely high priority. This contrasts with just 40% of enterprises
with budgets between $50 million and $250 million, and 26% of enterprises with budgets less than
$50 million that see AI/ML as an extremely high priority. Because of the exponential difference
in IT budget size classes, enterprises at the top of the IT budget range have significantly more IT
economic power than the firms below them which, combined with the great priority they attached
to AI/ML, means they are likely to increase their competitive difference over enterprises in the
other two segments. Down-segment enterprises can mitigate this risk by accelerating their AI/ML
journey and by being more strategic in their AI/ML investments.

“YEmMA
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The second graphic in Figure 4 shows the priority of AI/ML segmented by DevOps maturity. The
same characteristics described in the prior IT budget analysis carry over to DevOps maturity, but are
amplified even more. For enterprises that have automated nearly all of their DevOps activities, 73% see
AI/ML as an extremely high priority. This contrasts with just 34% of enterprises that have automated
many activities and 15% of enterprises that have automated some DevOps activities. Because DevOps
represents the degree of sophistication of an enterprise’s IT business, it is hard to improve on activities,
processes, and automations that don’t exist. However, enterprises that are still very much in the midst
of their DevOps journey can gain competitive ground by filling DevOps gaps with tools providing
advanced AI/ML capabilities and leapfrog an entire generation of tool functionality.

Expected DevOps Benefits From Al/ML by DevOps Maturity

Figure 5 shows the expected DevOps benefits from using AI/ML. These benefits are shown in
descending order of enterprise utility. The responses highlighted with a gray background are those
where the overall response rate is 35% or greater. This data is further segmented by the level of
DevOps activity automation within the enterprise.

Figure 5: Expected DevOps Benefits From Al/ML by DevOps Maturity

Where do you expect to see improvements when using
DevOps tools with Al/ML capabilities?
Segmented by Automation of DevOps activities

Application performance | . . . I
Speed in delivering new applications |
Application reliability |
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—_ Application quality
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—>
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Speed in updating existing applications |

Employee productivity |

Workload automation efficiency 1

Customer satisfaction (external) |

Application innovation and design |

Ability to leverage cloud services |

Customer satisfaction (internal) |
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Cost controls |

t1ttt
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=P Business competitiveness - brand protection 1 <4

Business process optimization/efficiencies 1
Ability to transition to microservices

DevOps Automation

| ———
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DevOps Al Survey, N=277, percent responding
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The top 10 benefits thematically fall into the two AI/ML categories: quality and automation. Quality
will largely stem from machine learning combined with advanced analytics. Machine learning
uses feedback from human response data, experiences, and actions to improve future machine-
based recommendations and decision-making. The result is improved application quality, which
has a downstream positive impact on application performance, reliability, OpEx efficiencies, and
customer satisfaction.

In some cases, machine learning will be embedded in products and not user-configurable. This
approach is useful for optimizing the performance of well-bounded analytic activities, but the
higher-value use case for machine learning is as a recommendation engine for decision-making
that initially runs in supervised mode. With experience, it can transition over time to running in an
unsupervised capacity. The transition from unsupervised to supervised leads to automation. This
automation means improved speed in delivering new applications and updating applications, and
improved employee productivity—all of which reduce SDLC cycle time and leave more time for
addressing higher-order development work.

The left-facing arrows on the slide call out responses where the utility of the response increases with
DevOps maturity. There are two cases where these findings are significant based on the survey’s
margin of error. Both have to do with business competitiveness. The first involves revenue growth
and the second involves brand protection. Figure 5 shows that revenue growth was seen as a benefit by
42% of enterprises with high levels of DevOps automation, compared to 33% with medium levels of
automation and 23% with low levels of automation. This suggests that as a DevOps practice matures,
it becomes more closely align with how to best support the needs of the business because of increased
speed, agility, and productivity. These same characteristics hold true for brand protection and confirm
how mature DevOps practices are better integrated into the business fabric of the enterprise.
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Expected DevOps Benefits From Al/ML by IT Role

Figure 6 is another view into expected DevOps benefits from using AI/ML, except that this view
is segmented by IT role instead of DevOps maturity. The rank order and overall utility remain the
same as the prior slide, but there are some unmistakable areas that were important to IT operations.
Areas where IT Ops has significantly higher AI/ML expectations in DevOps include speed and
updating existing applications, application innovation and design, revenue growth, and business
process optimization.

Figure 6: Expected DevOps Benefits From Al/ML by IT Role

What improvements do you expect when using DevOps tools with Al/ML capabilities?
Segmented by Role of Respondent

Application performance |

Speed indelivering new applications |

Application reliability |
Application quality |
OpExefficiencies inIT |

Speed in updating existing appications |

Employee productivity

Workload automation efficiency

Customer satisfaction (external) |
Application innovation and design

Ability to leverage cloud services |

Customer satisfaction (internal) |

Business competitiveness - revenue growth

Cost controls |

Business competitiveness - brand protection |

Business process optimization/efficiencies

Ability to transition to microservices

i ITRole
Ability to addressregulatory or compliance requirements App Dev
Business requirements for new products or services 7‘ i
Event & incident management capabilities | wlTOps

Senior management decision-making

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 55% 60% 65%
DevOps Al Survey, N=289, percent responding

What is interesting is that these areas show a keen interest by IT Ops on internal operations, as
well as key activities in application development and business competitiveness. This is happening
because IT operation activities are inherently data-driven, relying on events and telemetry. This also
shows how IT Ops is now more integrated into the fabric of a company’s digital persona. IT Ops
is participating more at the frontend of the lifecycle (application innovation and design) to ensure
the supportability of new production apps. IT Ops also cares about revenue, indicating a transition
in focus from IT project to product. The growing complexity of IT Ops and ITSM means a more
formal focus on business processes, governance, and the goal of optimization across the lifecycle.
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The Challenges in Using DevOps Tools with Al/ML Capabilities

Fifty-seven percent of large enterprises find implementing an enterprise AI/ML strategy either mostly
or extremely challenging. Figure 7 details what those challenges are. The responses highlighted with
a gray background are those in which the overall response rate is 35% or greater. This data is further
segmented by the level of DevOps activity automation within the enterprise.

Figure 7: Al/ML DevOps Challenges by DevOps Maturity

What challenges are you facing when using or adopting DevOps tools with Al/ML capabilities?
Segmented by Automation of DevOps activities

Evaluating how effective a tool's Al/ML capabilities are

Integrating new Al capabiities into our DevOps toolchain and workflows
Configuring DevOps tools with Al/ML capabilities for maximum utility
Understanding the many ways that Al/ML can drive value across DevOps
Understanding how the vendor tool's Al/ML capabilities add value

Determining where next to implement DevOps tools with Al capabilities

Finding staff with skills needed to leverage DevOps tools with Al/ML capabilities
Finding time to leverage new DevOps todl Al/ML capabilities

Changesinhow our staff address DevOps because of these tools

evOps Automation
Justifying budget for DevOps todls with Al/ML capabilities s
ome
We don't have budget to acquire the tools with Al/ML capabilities that we need Many
mNearyAll
Demonstrating the value add of DevOps tools with Al/ ML capabilities
0% 0% 20% 30% 40% 50% 60%

DevOps Al Survey, N=277, percent responding

To summarize the challenges in Figure 7, enterprises are having difficulty understanding:
« How AI/ML adds value to DevOps tools and DevOps processes
« How to evaluate AI/ML capabilities
« How to integrate and configure AI/ML capabilities
« Where to implement these capabilities
« How to find staff with the right AI/ML skills

It's also true that enterprises with mature DevOps practices were the leaders in stating these
challenges. These challenges exist because of two reasons:

1. Enterprises don’t understand what AI/ML are, so they are not equipped to fully leverage
AI/ML capabilities unless the capabilities are deeply embedded and don’t require use
involvement.

2. Asenterprises get more involved with AI/ML, they begin to know what they don’t know and
adopt a more coherent approach to building out AI/ML expertise.
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What this means is that implementing AI/ML capabilities is difficult. It’s difficult because AI/ML
introduces continuous improvement and therefore continuous change. The problem is that change
is a dirty word in IT. In most cases, IT problems are because something has changed. At the same
time, there is also confusion between what AI/ML are and what advanced analytics are. Advanced
analytics, such as correlation, predictive analytics, and optimization, are not AI/ML. However,
they are often combined with AI/ML to build AI/ML capabilities. Therefore, developing a firm
understanding of what AI/ML are needs to be the first step in an enterprise’s AI/ML strategy.

The Impact of Al/ML on Workload Automation/Management

Is Workload Automation a Part of Application Development and DevOps?

In Figure 8, workload automation’s role in application development is shown on the left and its
relationship to DevOps is shown on the right. Looking at application development first, 73% of
the sample says they have a formal process for addressing workload automation during application
development. This contrasts with the 9% of large enterprises that address workload automation
on more of an ad hoc basis. The 18% in the middle that informally address workload automation
depending on what’s being developed poses a conundrum. Do these enterprises always address
workload automation during application development when it’s needed, or do they simply not have
a rigorous approach to addressing workload automation? The safe approach is to always have a
formal process for addressing workload automation during application development. If this enables
companies to claim that the informal responses can be grouped with the formal responses, then 90%
of the sample is including workload automation as a part of their application development process.

Figure 8: Workload Automation’s Relationship to Application Development and DevOps

To what extent are WLA activities a part of

To what extent are WLA activities a
your application development processes?

part of your DevOps processes?

When developing apps, we address
batch/event-driven workload automation

They are not included I 1%

They are addressed as an ops
responsibility before the application
is promoted to production

They are addressed informally and
depend on the application

They are formally addressed as part
of application development

They are formally addressed for new
application development and
application changes

DevOps Al Survey, N=289, percent responding

outside the current DevOps process

When developing apps, we address
batch/event-driven workload automation
as a specific ops process

When developing apps, we address
batch/event-driven workload automation
informally in our DevOps process

When developing apps, we address
batch/event-driven workload automation
formally in our DevOps process

When developi n? apgas, batch/event-
driven workload automation is as
important as infrastructure and business
logic automation in our DevOps process
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On the right side of the slide, there is a similar pattern. Fifty-eight percent of the sample have a
formal DevOps process for workload automation, whereas 20% approach workload automation on
an ad hoc basis or as part of the Ops workflow. This leaves 22% who address workload automation as
an informal part of DevOps. EMA is convinced that most enterprises are on a DevOps journey that
increases their DevOps maturity from year to year. EMA believes that enterprises with an informal
workload automation approach align better with those that have a formal approach, meaning 80%
of enterprises have a coherent approach to workload automation.

EMA looked at how DevOps capabilities have been adopted over time. EMA’s longitudinal DevOps
adoption data shows that the early emphasis in DevOps was on application development and
establishing an effective approach to CI/CD. In the last several years, the emphasis in DevOps has
shifted to operations with the rise of AIOps and increases in observability, enabling operations
to become more data-driven and keep pace with the DevOps improvements already in place for
application development.

Workload automation is a mission-critical activity that is now formally a part of application
development and DevOps at the majority of large enterprises and is in the process of becoming a
pervasive element of nearly all large enterprises.

How Enterprise Workload Automation Strategies Vary by DevOps Maturity
Figure 9 shows three curves in a chart corresponding to EMA’s DevOps maturity question asking
how many activities are automated in their DevOps pipeline (some, many, or nearly all). Each curve
is then cross-tabbed against the five stages of workload automation maturity. Enterprises that have
automated some DevOps activities are the blue curve, which peaks at 35% but then declines to 12%.
Enterprises that have automated many DevOps activities are the green curve, which shows greater
maturity in how workload automation is addressed in DevOps, with 25% in the final stage. Then,
enterprises that have automated nearly all DevOps activities (the orange curve) show as 62% in the
final stage of how workload automation is addressed in DevOps.

Figure 9: Workload Automation Strategy Segmented by DevOps Maturity

To what extent are workload automation (WLA) activities a part of your DevOps processes?
Segmented by Automation of DevOps activities

70%

60%
50%

DevOps Automation
40% —SOME
30% // \‘“ | Many
TSN Nearly Al

20%
10% /‘ ~
0% - /r | \

We address We address We address We address Batch/event-driven
batch/event-driven batch/event-driven batch/event-driven batch/event-driven  workload automationis
workload automation workload automationas workload automation  workload automation as important as
outside the current aspecific opsprocess informally inour DevOps formally in our DevOps infrastructure and
DevOps process process process business logic

automationin our
DevOps process

Total Responses: 6% 13% 22% 23% 34%

DevOps Al Survey, N=277, percent responding

PAGE 13 ©2020 Enterprise Management Associates, Inc. All Rights Reserved. | www.enterprisemanagement.com ‘ EMA


http://www.enterprisemanagement.com

Al & ML:

Driving the Next Generation of Innovation
in DevOps and Workload Automation

There is a strong correlation between enterprise DevOps maturity and workload automation
DevOps maturity. The more mature a company is in DevOps, the more mature the approach to
having workload automation be a part of application development and DevOps. Because workload
automation is a mission-critical activity, enterprises of any size can avoid risk, lost productivity, and
time to market delays by bringing workload automation into their DevOps pipeline for application
development.

Al/ML Top 3 Business Benefits for Workload Management

Figure 10 provides a list of workload management business benefits. Workload management
encompasses IT operations and workload automation. EMA first asked large enterprises which
workload management business benefits AI/ML would drive. For those responses selected, EMA
next asked enterprises to rank order their top three business benefits. Figure 10 shows the percentage
of first, second, and third selections based on total mentions for the response.

Figure 10: Top 3 Al/ML Business Benefits for Workload Management

Rank order the top 3 business benefits that AI/ML capabilities are expected to
bring to workload management. Segmented by Top 3 rank order

Increased IT personnel productivity : :

Higher customer/end-user satisfaction ‘

Faster provisioning and deployment ‘

Improved optimization of public cloud resources ‘
Redeploy human resources to address higher value work ‘
Improved collaboration between IT and business ‘
Superior DevOps efficiencies ‘

Accelerated levels of innovation ‘

Enablement for digital transformation initiatives ‘
Improved support/management of hybrid or multi-cloud ‘

Improved revenue due to reduced downtime

Reduced unplanned IT work i

Better collaboration across relevant IT groups ‘ Rarlk order
New or improved cross-organizational services ‘ ulst
Improved IT cost savings ! 2nd
Reductionin unplanned downtime : 3rd
} + +
0% 10% 20%  30%  40% 50% 60% 70%  80%

DevOps Al Survey, N=289, percent of mentions for each WLAG response

Increased IT productivity and higher customer/user satisfaction are the two overall leading business
benefits. These two responses also have a distinctly broader scope than the other responses, which
aligns with the strategic importance that enterprises attach to AI/ML for workload management.

Increased IT productivity, the #1 overall business benefit, will likely key off ML to initially improve
workload management and Al to achieve WLA objectives through an evaluation of risk and
economics to automate and optimize operational activities.
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Higher customer and user satisfaction and improved optimization of public cloud resources are the
leading #1 and #2 responses. Both of these are likely to leverage ML as a way to improve and automate
problem remediation, problem avoidance, and resource cost minimization or optimization.

EMA also looked at the importance that enterprises attach to the improved support and management
of hybrid or multi-cloud environments based on the percentage of #1 and #2 choices. It becomes
the fifth-ranked choice, rather than tenth. Support for hybrid and multi-cloud environments is an
important topic today, and AI/ML could provide a way to help optimize workload management
across the many environmental choices that exist.

Al/ML Top 3 Functional Benefits for Workload Management

Figure 11 shows that ML in support of auto-remediating job processing issues is the leading choice
and overall functional benefit. This is because ML can provide a far more granular approach to
evaluating job processing issues, determining potential paths forward, implementing the appropriate
solution based on objectives, and continuously learning/improving from actions taken.

Figure 11: Top 3 Al/ML Functional Benefits for Workload Management

Rank order the top 3 functional benefits that AI/ML capabilities are expected to bring

to workload management. Segmented by Top 3 rank order
Machine learning to auto-remediate job processing issues
Profilingand performance analysis for acceptance andload testing
Managed fie transfer
Augmented pdlicy-driven scheduling optimization
Automated testing and proactive health checks
Automated application discovery and dependency mapping
Autoscaling for workload optimization

Dynamicresource alocation and optimization

Automationin support of data assimilation and reconciliation Rahk order

RPA orchestration mist
Runbookor IT process automation 2nd
Virtual agents 1 Srd

\
\
\
\
\
\
\
\
\
\
T 1 1 1 1 f f 1
0% 10% 20% 30% 40% 50% 60% 70% 80%

DevOps Al Survey, N=289, percent of mentions for each WLA8 response

Performance management pre/post workload deployment is the #2 overall expected benefit from
AI/ML. While today’s observability tools address pre/post workload performance, ML can be
leveraged to optimize workload performance while accounting for changing resource availability
and enterprise priorities.

The next three benefits were managed file transfer (MFT), policy-driven scheduling, and proactive
health checks. They can likewise be addressed through a combination of today’s existing tools
and ML to bring a more comprehensive and coherent framework for evaluating availability and
performance, understanding key objectives and SLAs, recommending, and initiating actions, and
driving continuous improvement.
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Al/ML Best Practices for DevOps and Workload Management

The priority that large enterprises give to AI/ML, the investments they have already made in AI/
ML strategy, and the many AI/ML-driven businesses are collectively driving the next generation of
innovation in DevOps and workload automation. Based on the data in this report, the best practices
for large enterprises are as follows:

« Enterprises mustbuild a foundational understanding of AI/ML. Vendors and large enterprises
are aware that AI/ML will drive innovation, but it will be challenging for enterprises to wrap
their heads around it. So, understand the principles behind Al and ML so you know what Al/
ML can deliver and how it differs yet complements advanced analytics.

« Companies should develop a Center of Excellence for AI/ML. AI/ML is driving the next
phase of innovation in DevOps. Develop a CoE for AI/ML that includes domain experts and
senior IT and business leaders. Based on this survey data, enterprises already see AI/ML as a
priority and have a strategy, but challenges introduce doubt in how to operationalize AI/ML.

« Businesses will use AI/ML to drive benefits in quality and automation. Machine learning is
already driving benefits across DevOps and workload management. Research how ML builds
on today’s existing tools to bring a more comprehensive and coherent framework for evaluating
availability and performance, to identify key objectives and SLAs, recommend and initiate
actions, and drive continuous improvement. These are not insignificant gains and in light of
hybrid-cloud directions, containerization, and enterprise needs, ML can optimize workload
management regardless of environmental complexity—a huge enterprise advantage.

o Users will determine where to use AI/ML to greatest effect. Based on your DevOps maturity,
determine how best to phase in DevOps tools and leverage AI/ML to maximum effect. Where
do you really need AI/ML, and do you have the staft in place to achieve your objectives?

o Customers need to demand more of their software vendors. Software vendors could be
doing far more than they are today in explaining their AI/ML capabilities and how they add
value. Software vendors need to build stronger relationships with their customers involving
training, education, and consulting to ensure that customers derive the greatest benefit from
their products and are successful using them. AI/ML capabilities from vendors will evolve and
change quickly. Task vendors with keeping you up to date on their AI/ML strategy, roadmap,
and support in optimizing use of their tools. View this as a joint opportunity between your
enterprise and its software vendors and as a way for both of you to be more successful.

» Don’t delay. Large enterprises have already prioritized their developing AI/ML strategies. Their
larger IT resources also mean they can assimilate AI/ML technology at a faster rate. However,
AI/ML gives smaller/medium enterprises the ability to compete more effectively with large
enterprises. Therefore, don’t make AI/ML a lost opportunity because of delays in understanding
what it can do for you or delays in implementing the technology.
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Conclusion

The prioritization and investment that enterprises have in AI/ML are consistent with the high
expectations that exist around the business and functional benefits that enterprises are anxiously
anticipating. Could this be a case of inflated expectations that will lead to a trough of disillusionment
in DevOps and workload management? EMA doesn’t think so. Much of the focus of ML technology
today is as a feedback loop based on decisions made, actions taken, and the impact of results. This
feedback is then used to reinforce or weaken decision models so that future actions will improve
and benefit from a continuous stream of new knowledge gained. ML is being embedded in many
DevOps tools today, and the impact can broadly be described as improved tool quality. Quality can
mean many things. It can drive better actions, reduce cost, increase performance, increase customer
satisfaction, and strengthen productivity. The results of this survey showed many different benefits
driven from improved quality.

Today’s IT environment, especially in the areas of event, problem, and operations management,
is more data-driven than ever. This has given rise to an emphasis on big data, analytics, and
advanced analytics. Advanced analytics, such as predictive analytics, mathematical optimization,
and Bayesian/neural networks, are all great approaches to decision-making and well understood
by operations research professionals and data scientists. Advanced analytics therefore is effective
at driving decision-making and actions taken. The union of advanced analytics and ML provides a
sound way to drive actions and use the impact of these actions to improve what actions to take in
the future.

While ML is very effective at driving improvements to quality, AI will drive another round of
innovation by introducing an automation overlay on the advanced analytics/ML decision/action/
feedback loop. This automation will begin as a recommendation engine supervised by humans and
transitions based on accuracy and confidence to be partially, then fully, automated. The automation
that AI brings will deliver another round of benefits, including reduced operational costs,
increased speed in delivering new applications and updating applications, and improved employee
productivity, all of which reduce SDLC cycle time and leave more time for addressing higher-order
development work.
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Appendix A: Demographics

This section includes selected demographic data from the DevOps Al survey.
Figure 12: Number of Enterprise Employees

Figure 13: Role of Respondent

Figure 14: Vertical Industry of Enterprise

Figure 15: Approach to Cloud Computing

Figure 16: State of Microservices

Figure 17: Approach to DevOps Tool Selection

Figure 18: Approach to DevOps Tool Acquisition
Figure 19: Who Decides What DevOps Tools are Used
Figure 20: 2020 IT Budget Size

Figure 21: 2020 IT Budget Changes From 2019

Figure 12

Please estimate how many total employees your organization has worldwide

1000-2499 | 15.6%
2500-4999 I 22.5%
5,000-9999 I 2/ 2%
10,000-19.909 |G 12.5%
20,000-29999 G 0%
30,000 0r more G 14.9%

DevOps Al Survey, N=289, percent responding
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Figure 13

Which of the following most closely describes your primary job role or title?

Director or VP - IT e 55.3%
ClO-IT I 16.6%
CTO -App Dev I 21.8%
Director or VP - App Dev  mmmmm ©.0%
Enterprise Architect - App Dev mmml 2.1%
Chief Data Officer - AppDev ml 1.4%
Directoror VP -IT Ops I 8.7%
ITSMDirector or VP -IT Ops 1 2.8%

DevOps Engineer - ITOps mmml 2.1%

Site Reliability Engineer -ITOps | 0.3%

DevOps Al Survey, N=289, percent responding

Figure 14

What is your organization’s primary industry?

Process Mfg - Supply Chain
26% Discrete Mfg - Supply Chain
CPG-SupplyChain s

Business Services - Other
Trans & Logistics - Supply Chain  se——
Construction/Engineering - Other - —
20% Utilities - Other  e—
Oil& Gas- Other  =——
State/Local Gov - Other
Federal/National Gov -Other m

Retail - Retail/ WS

16% Wholesale - Retail/Ws  —
16% Healthcare - Healthcare
Life Sciences -Healthcare m——
13% Financial Services - Fin Svcs
9% Teleco-Media/Telco
° Media - Media/Telco m———

0% 2% 4% 6% 8% 10% 12% 14% 16%

DevOps Al Survey, N=289, percent responding
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Figure 15

What is your enterprise’s approach to cloud computing?

Our private data centers are not configured to support
cloud computing

Cloud computing infrastructure is sourced only from our
private data centers

Cloud computinginfrastructure is sourced from one
cloud service provider and our private data centers

Cloud computing infrastructure is sourced from multiple

" \ . 54.7%
cloud service providers and our private data centers

Cloud computinginfrastructure is sourced only from
cloud service providers

Cloud computing infrastructure is sourced from a
managed service provider

DevOps Al Survey, N=289, percent responding

Figure 16

What is the state of microservices in your enterprise?

We have no microservice development plans . 17%

We are actively researching microservices - 6.3%

We are just beginning to architect new apps around - 8.0%

microservices

We are building some microservices _ 20.8%
Allour new development is through microservices _ 25.3%

DevOps Al Survey, N=288, percent responding
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Figure 17

What is your organization's approach to DevOps tool selection?

We acquire DevOps tools from a small number of strategic 38.8%
vendors o0
We rely on a heterogeneous best-of-breed mix of DevOps 44.3%
tools regardless of vendor e
We rely on a more homogeneous best-of-suite collection 54.7%
of DevOps tools e

We selectDevOps tools on a case-by-case basis based on 61.6%
what best matches our needs o0

DevOps Al Survey, N=288, percent responding

Figure 18

What is your organization's approach to DevOps tool acquisition?

High levels of centralized authority and decision-making from 43%
the top °
Centralized decision-making from the top, but heavily 39%
influenced by project team needs °
High levels of decentralized development team autonomy and 19%
decision-making by each team °

DevOps Al Survey, N=288, percent responding
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Figure 19

To what extent are developers in your company free to select
the DevOps tools they want to use?

DevOps tool choice is driven by the preexisting application
portfolio

IT determines which DevOps tools are used 60.2%

IT has a pool of required and optional DevOps tools for use

IT management determines which DevOps tools are used, but

IT staff can petition IT tointroduce new tools 65.1%

IT teams select the tools they use, but approval from IT
management is needed

IT teams are free to follow their instincts and use whatever
tools work best for them, and let the best tools win

DevOps Al Survey, N=288, percent responding

Figure 20

What is your organization’s annual IT budget for 20207?

Less than $1 million | 0%

$1 million to less than $5 milion | NG 4%
$5 million to less than $10 milion [ NN S/
$10milion to less than $25 milion || NG
$25 million toless than $50 milion | NG >
$50 million toless than $100 milion GGG 5%
$100 milion toless than $250 milion |G 5
$250 million toless than $500 milion |GG 59
$500 million toless than $1bilion |G 4%
$1bilion or more | 1%

DevOps Al Survey, N=288, percent responding
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Figure 21

2020 budget changes from 2019
Segmented by Overall IT and DevOps
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