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Key benefits

• Seamlessly integrates HP

OpenView Network Node

Manager with PATROL,

providing a single solution

for managemnet across a

distributed computing

environment

• Provides an integrated

view of Network Node

Manager and PATROL

objects from a unifies

console

• Leverages your existing

investment in Network

Node Manager by

extending the product’s

application management

capabilities with PATROL

• Supports Network Node

Manager on Unix and

Microsoft Windows NT
Business challenge
As corporate IT environments grow

in size and complexity, the need for a

centralized administrative view of

diverse system and network

resources can increase as well. Man

organizations have chosen to addres

this need by implementing a system

or network management framework

solution such as HP OpenView

Network Node Manager.

Business opportunity
HP OpenView Network Node Man-

ager is part of the HP OpenView

family of enterprise management

solutions. Many organizations find it

necessary to increase the administra

tive scope of Network Node Manager

to include information related to

applications, databases, middleware

and other critical resources. The

solution is a product that leverages

the existing investment in Network

Node Manager while effectively

extending the product’s managemen

perspective across a much wider

range of business-critical resources.

The PATROL solution
PATROL by BMC Software and the

PATROL Integration for HP Open-

View Network Node Manager

product provide the cost-effective,

powerful solution organizations are
looking for. PATROL Integration

extends the management scope of th

existing framework solution by

delivering a seamless interface

between PATROL and the HP Open-

View Network Node Manager con-

sole. PATROL Integration integrates

information into the OpenView alarm

browsers and local maps.

PATROL Integration for HP

OpenView Network Node Manager

enables administrators to use their

existing console to view the status of

PATROL-managed networks, sys-

tems, messaging middleware, data-

bases, applications, Internet/intranet

technologies and other critical

resources.

PATROL Integration
components
PATROL Integration for HP Open-

View Network Node Manager

consists of the following key

components:

• PATROL Integration client
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Figure 1 – PATROL Integraton seamlessly integrates management information into the Network Node Manager console, updating
the local IP maps with current application, instance and parameter status information. Even the color schemes of the native console
remain the same for consistency in delivering "at-a-glance" information regarding alerts and alarms.

• PATROL Integration server

• PATROL Integration configuration

utility

• PATROL Integration configuration

file

PATROL Integration client

The PATROL Integration client requests

information collected by the server. It

then creates and updates the PATROL

and PATROL Integration icon symbols

on the different submap levels of Net-

work Node Manager. The PATROL Inte-

gration client also updates instance and

parameter levels on demand.

PATROL Integration server

The PATROL Integration server main-

tains and updates the PATROL network

objects and events in the Network Node

Manager database. Using the PATROL

Event Translator technology, the server

establishes a connection with each

PATROL Agent. The server monitors

the agents for events and reports any

changes. Event filters are applied to the

messages and those messages are for-

warded to the framework application.

The server also converts events into

SNMP traps and sends them to the Net-

work Node Manager host machine,

where they are formatted for viewing

under the respective alarm category.

PATROL Integration configuration

utility

The PATROL Integration configuration

utility is a graphical user interface tool

that allows users to define and modify

the configuration of PATROL Integra-

tion and is independent of the client and

server.  With this utility, users can indi-

vidually modify the settings that deter-

mine which hosts PATROL Integration

will communicate with, the port number

of the PATROL Agent, the PATROL

user name and password for the agent

and the event filter settings. Modifica-

tions of these settings are stored in the

configuration file for the designated

host. The configuration utility allows

users to:

• Add hosts to the configuration file

• Specify a target SNMP management

host

• Save settings to the configuration file

• Set the connection attributes

• Set the autodiscovery attributes

• Set the debug attributes

PATROL Integration configuration file

The PATROL Integration configuration

file defines:

• Specific PATROL Agent hosts to

which PATROL Integration should

connect

• The Network Node Manager submap

level that the PATROL Integration

server passes to the client

• Connection parameters to be used fo

all PATROL Agent connections

• Autodiscovery parameters that

instruct PATROL Integration to

discover and connect to agents
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FIGURE 2 – The PATROL Integration product allows PATROL Agents to communicate direcly with the Network Node Manager
Alarms Browser via the HP OpenView API and through SNMP. PATROL Integration seamlessly integrates PATROL management
information regarding applications, databases, messaging middleware, Internet/intranet servers and other critical resources into the
Network Node Manager console mapping services.

• Debugging information

This information allows the Network

Node Manager administrator to use the

native console to drill down into

PATROL-managed host icons and view

all known applications on a specific

host. Drilling deeper, the administrator

will find icons representing each known

instance of an application and alarm.

How it works
When PATROL Integration is installed

on an existing HP Network Node Man-

ager console, it is by default automati-

cally launched when the HP OpenView

Network Node Manager product starts

up. Once launched, the PATROL Inte-

gration server connects with PATROL

Agents running on the hosts defined in

the configuration file. Once connected,

the PATROL Integration server will

begin  receiving messages from the con-

nected agents. These messages are fil-

tered based on event filters set for each

agent in the configuration file. The event

is used to update the status of PATROL

Integration–created objects in the Open-

View database in order to maintain syn-

chronization with the status of the

corresponding PATROL-monitored

objects at the agent. The received events

may also be converted to SNMP traps

and forwarded to the OpenView Event

Manager for further processing.

The PATROL Integration client

builds and updates the Network Node

Manager submaps to the level specified

in the configuration file. When a

PATROL Agent sends an alarm through

the PATROL Integration server, the icon

symbol that represents the monitored

node changes color.  Users can drill

down into the Network Node Manager

GUI to the PATROL application,

instance and parameter levels.

The administrator using Network

Node Manager has complete control

over which PATROL-managed hosts are

monitored, and can configure PATROL

Integration to filter for specific types of

information on a given host. Filters that

can be defined for each host include an

or all of the following:

• Information

• State changes

• Errors

• Warnings

• Alarms

• Responses

The administrator can view collec-

tions of the monitored parameters each

containing detailed graphing windows

that provide a precise picture of the cur

rent and historical status of the moni-

tored instance. Administrators also have

the option of using the message browse

to go straight to the alarming paramete

without the drill-downs. The color

schemes of the native console are main

tained in PATROL Integration for con-

sistent, at-a-glance information on alerts

and alarms. For more in-depth informa-

tion, the PATROL Console can be

launched as a menu item from the Net-

work Node Manager console.
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Managing with PATROL
When authorized to do so, the PATROL

Agent can respond to events by execut-

ing an automatic correction routine. If

the PATROL Agent is unable to resolve

an issue, it will forward an alert to the

management console. All events

detected or resolved by PATROL are

stored for administrative review.

Summary
PATROL Integration makes it possible

to quickly and efficiently extend the

monitoring capabilities of the HP Open-

View Network Node Manager solution

to a wider range of applications, data-

bases, messaging middleware systems

and Internet/intranet servers.

The combination of PATROL and

the HP OpenView’s Network Node

Manager product offers customers a

complete solution for managing their

environments.

Helping you maintain
advantage
BMC Software Professional Services

helps companies maintain their advan-

tage through a comprehensive suite of

consulting services and education offer-

ings designed to ensure ongoing busi-

ness availability of critical applications.

Our packaged and custom service offer-

ings maximize product potential, reduce

project risk, accelerate the time to value,

and improve operations. The Service

Assurance Center™ by BMC Software is

our premier custom solution, helping

customers achieve service-level man-

agement. In addition, our Support orga-

nization provides the crucial

documentation and responsive problem

resolution to keep your business on

track.

About BMC Software
BMC Software is the leading provider of

management solutions that enhance th

availability, performance and recovery

of companies’ business-critical applica-

tions. Thisapplication service assur-

ance™ strategy combines superior

products with BMC Software Profes-

sional Services and outstanding cus-

tomer support to ensure the e-business

applications companies and their cus-

tomers rely on most stay up and running

around the clock. For more than 19

years, the world’s leading companies

have relied on BMC Software.

BMC Software is among the world’s

largest independent software vendors, i

a Forbes 500 company and is a membe

of the S&P 500, with fiscal year reve-

nues exceeding $1.3 billion. The com-

pany is headquartered in Houston,

Texas, with offices worldwide.

For more information visit
BMC Software on the Web at
www.bmc.com

BMC Software, the BMC Software logos and all
other BMC Software product or service names are
registered trademarks or trademarks of BMC Soft-
ware, Inc. All other registered trademarks or trade-
marks belong to their respective companies. © 2000
BMC Software, Inc. All rights reserved.
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